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Summary

UFED Physical Analyzer version 5.0.0.536

Time zone settings (UTC) Original UTC value
Case number 2015-376186
Case name DUNPHY
Evidence number 2015376186PE038

Examiner name

Cpl. Kent Luther

Department

"B" Division RCMP Technological Crime Unit

Source Extraction

Physical

Extraction start date/time 24/04/2015 11:50:08 AM

Extraction end date/time 24/04/2015 12:03:32 PM

Unit Identifier UFED S/N -91 0

UFED Version 4.1.2.8 PSP 2

Selected Manufacturer BlackBerry GSM

Selected Device Name 9100 Pearl

Connection Type Cable No. 100

Extraction Type Physical

Extraction ID FEDD04C3-AAED-48ED-9CB7-E03BC982506E

Device Information

Name Value
Physical
EncDataKey 1DE233408F5D4CC2ADF5A27C97796AA2C064B79011863B8291E580B5E59BFAD7
MasterKey 3E72B51E0F5377FFBA419E56232980D263281E26D4ACBE9238DF6EF018F12AEB9D 123D61C2AC418479060572EAE3
2FO0BF195D6CCC0OD25D2FFB3F3223131FA4A2C1010000
Password I
Type 1
Password SHA-1 Hash |b2307e733ee259914972409e38bc3d0a096c3aa2
Password
Symmetric key 1d5eeffbd414a72f1fc719b18a5f7e98b7ac68192c6821f5e9fb5a93eb675a35
Asymmetric key 245ae915e91a777f669d5d110881d41e555a85b
Strength strong
Days To Keep Messages 30
Phone Number 1704610
uiD S16131304
uiD BISE06C03S05
PIN | EEI8
Radio Type 3G
Network BELL
Email joesmytl
Email joeesmyt
IMENMEID 351971.04.097577.0
Model 9100
Vendor Research In Motion
OS Version v5.0.0.604
Supported Networks GSM 850, GSM 900, GSM 1800, GSM 1900
Services ALP,ASC,BBIM,BBSIP
Platform 6.2.0.36
ICCID 89302610202005618705




CIDDD Exhibit P-0581 Page 2

Image Hash Details (2)

||

1 FileDump Path BlackBerry GSM_9100 Pearl.zip
Size (bytes) 3730718
2 |NAND Path Flash.bin
Size (bytes) 276824064
MD5 A85BA502C2B23E08F7CA1F1B299BADFO
SHA256 FFD9AEC391C2986552D0FB393B38EBE89B6FACF7F8D989B4BOE9C933C
7697EC6
Plugins
1 SmartFAT Cellebrite 2.0
Decodes FAT 12, 16 and 32 (File Allocation Table file system)
2 Blackberry FTL Cellebrite 2.0
Decodes the FTL level for blackberry images (including spares)
3 Blackberry Filesystem Cellebrite 2.0
Decodes the blackberry sectors and records to extract contacts, sms, mms, emails etc.
4 Qualcomm Physical Cellebrite 2.0
Decodes the proprietary Qualcomm FTL
5) Qualcomm Raw EFS Cellebrite 2.0
Decodes the proprietary Qualcomm file system (Qualcomm EFS)
6 BlackBerryMessenger Cellebrite 2.0
Decodes BBM entries from BlackBerry Filesystem extraction
7 BlackBerryMessengerContacts Cellebrite 2.0
Extracts BBM contacts from BlackBerry Filesystem extraction
8 BlackBerryPingChat Cellebrite 2.0
Decodes PingChat application from BlackBerry Filesystem extraction
9 Blackberry Whatsapp Cellebrite 2.0
Decodes WhatsApp database for BlackBerry extractions
10 BlackBerryThumbsDataExtract Cellebrite 2.0
extracts the data from the BBThumbs.dat files
11 Pre Project
12 Garbage Cleaner
13 ContactsCrossReference Cellebrite 2.0
Cross references the phone numbers in a device's contacts with the numbers in SMS messages
and Calls. Will fill in the Name field of calls and SMS if there's a match.
14 Analytics Cellebrite 2.0
Generates the Analytics section information
15 Project Processor Finisher
16 Post Project

Contents

Chats 6 21

@ BlackBerry Messenger 6 29
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Chats (6)

/1% * These details are cross-referenced from this device's contacts

BlackBerry Messenger (6)

# Deleted
P cipants: Start Time: 24/03/2015 8:32:56 PM(UTC+0) Carved: No
8378 Last Activity: 24/03/2015 11:40:34 PM(UTC+0)
Joe Smyth Number of attachments: 0

* kK

-CBF7

Donna Ivey
* k *

Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-1.txt

04/04/2015 5:07:39 PM(UTC+0), CBF7 (Donna Ivey) => To: ] 8378 Joe Smyth (Joe Smyth)

Joe, the Minister's EA is Ryan Osborne. | don't have hj ve sent him a detailed BBM. As well, Ralph Tucker, Chair of WHSCC
asked you to send him an official email (ralph.tucker@ and he will have someone on this right away.
Participants:

Participant Delivered Read Played

lc378 Joe Smyth

04/04/2015 5:16:39 PM(UTC+0), 8378 (Joe Smyth) => To: | CBF7 Donna Ivey (Donna Ivey)
Thanks, i've emailed him

Participants:

Participant Delivered Read Played
-CBF7 Donna Ivey

04/04/2015 5:18:09 PM(UTC+0) JJCBF7 (Donna Ivey) => To ] 8378 Joe Smyth (Joe Smyth)
Great.

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 4:50:33 PM(UTC+0), CBF7 (Donna lvey) => To: 8378 Joe Smyth (Joe Smyth)
Joe, | can't get what happened to you out of my mind. We all thank God that you're safe. Thinking of you and your family...

Participants:

Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 4:56:16 PM(UTC+0), 8378 (Joe Smyth) => ToJJCBF7 Donna Ivey (Donna Ivey)
Thanks Donna, i'm concerned Tor you guys

Participants:

Participant Delivered Read Played
-CBF7 Donna Ivey

06/04/2015 4:57:56 PM(UTC+0), CBF7 (Donna Ivey) => To: 8378 Joe Smyth (Joe Smyth)
Well, we're all worried sick for you. | so very much regret putting you in that awful position.

Participants:

Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 5:10:16 PM(UTC+0), 8378 (Joe Smyth) => To: CBF7 Donna Ivey (Donna Ivey)
That's silly Donna, do NOT feel that way. That's my job, and you did what | have asked of you

Participants:

Participant Delivered Read Played
-CBF7 Donna Ivey



chats\BlackBerry Messenger\chat-1.txt

06/04/2015 5:11:31 PM(UTC+0), [J]e378 (Joe Smyth) => To: [ CBF7 Donna Ivey (Donna Ivey) CIDDD Exhibit P-0581 Page 4

| went there prepared to deal with that type of situation

Participants:

Participant Delivered Read Played
i CBF7 Donna Ivey

06/04/2015 5:14:12 PM(UTC+0), 8378 (Joe Smyth) => To: CBF7 Donna Ivey (Donna Ivey)
Conversely, he could have done something when | wasn't ready

Participants:

Participant Delivered Read Played
[l cBF7 Donna Ivey

06/04/2015 5:14:34 PM(UTC+0), 8378 (Joe Smyth) => To: JCBF7 Donna Ivey (Donna Ivey)
Its the exact reason why we ask that stuff gets sent to us

Participants:

Participant Delivered Read Played
-CBF7 Donna Ivey

06/04/2015 5:17:59 PM(UTC+0), ] 8378 (Joe Smyth) => ToJ CBF7 Donna Ivey (Donna Ivey)
Can you call me?

Participants:

Participant Delivered Read Played
i CBF7 Donna Ivey

2 Participants: Start Time: 25/03/2015 11:57:14 AM(UTC+0) Carved: No
8378 Last Activity: 30/03/2015 6:48:12 PM(UTC+0)

Joe Smyth Number of attachments: 0

* ok ok

-8A11

Catherine Evans
* % %

Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-2.txt

07/04/2015 12:02:34 PM(UTC+0), 8A11 (Catherine Evans) => To: 8378 Joe Smyth (Joe Smyth)
Joey, take care of yourself. Thave been thinking of you and your family.

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 12:08:17 PM(UTC+0), 8378 (Joe Smyth) => To:-8A11 Catherine Evans (Catherine Evans)
Thanks Catherine! An unfortunate incident indeed, but we're ok. Thhanks

Participants:

Participant Delivered Read Played
-8A1 1 Catherine Evans

3 Participants: Start Time: 26/03/2015 12:22:33 PM(UTC+0) Carved: No
8378 Last Activity: 26/03/2015 12:25:34 PM(UTC+0)
Joe Smyth Number of attachments: 0

-CGBE

Heather MacLean

Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-3.txt

06/04/2015 3:05:41 PM(UTC+0), 8378 (Joe Smyth) => To:-CSBE Heather MaclLean (Heather MacLean)
Hey, anything | can help you with ffor scrum?

Participants:

Participant Delivered Read Played
-CBBE Heather MacLean



chats\BlackBerry Messenger\chat-2.txt
chats\BlackBerry Messenger\chat-3.txt

06/04/2015 3:25:48 PM(UTC+0), JJJC6BE (Heather MacLean) => To: [JJJJJ 8378 Joe Smyth (Joe Smyth) CIDDD Exhibit P-0581 Page 5
Sorry could not pick up - in scrum. Went well. You doing ok? Tough stuff....

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:26:19 PM(UTC+0), 8378 (Joe Smyth) => To: C6BE Heather MacLean (Heather MacLean)

Indeed, how is everybody? I'm free to talk to anybody that wants to

Participants:
Participant Delivered Read Played

-CﬁBE Heather MacLean

07/04/2015 1:18:51 PM(UTC+0), C6BE (Heather MacLean) => To: 8378 Joe Smyth (Joe Smyth)

Q - did you come across any other correspondence from DD when you were looking into him?

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:19:28 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] C6BE Heather MacLean (Heather MacLean)
Not outside of social media

Participants:

Participant Delivered Read Played
[ C6BE Heather MacLean

07/04/2015 1:19:44 PM(UTC+0), 8378 (Joe Smyth) => To:-CSBE Heather MaclLean (Heather MacLean)
| wouldf have gone looking Tor |

Participants:

Participant Delivered Read Played
-CBBE Heather MacLean

07/04/2015 1:20:11 PM(UTC+0), 8378 (Joe Smyth) => To: ] C6BE Heather MacLean (Heather MacLean)
To form part of a full threat assessment

Participants:

Participant Delivered Read Played
[l C6BE Heather MacLean

07/04/2015 1:20:29 PM(UTC+0), JJ C6BE (Heather MacLean) => To: 8378 Joe Smyth (Joe Smyth)
K thanks

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:21:09 PM(UTC+0), 8378 (Joe Smyth) => To: ] CE6BE Heather MacLean (Heather MacLean)
all ok?

Participants:

Participant Delivered Read Played
[l C6BE Heather MacLean

07/04/2015 1:23:57 PM(UTC+0), JJJ C6BE (Heather MacLean) => To: ] 8378 Joe Smyth (Joe Smyth)
Yes- talking to cochrane this am. He may file atippa request on correspondence/ contemplating story on common nature of threats..

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:24:10 PM(UTC+0), JJ] C6BE (Heather MacLean) => To: 8378 Joe Smyth (Joe Smyth)
Police record?

Participants:

Participant Delivered Read Played
lc378 Joe Smyth




07/04/2015 1:24:20 PMUTC+0), [JJ8378 (Joe Smyth) => To: [ C6BE Heather MacLean (Heather mactean)c| DDD Exhibit P-0581
No record

Participants:

Participant Delivered Read Played
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[l C6BE Heather MacLean

07/04/2015 1:24:37 PM(UTC+0), ] C6BE (Heather MacLean) => To: 8378 Joe Smyth (Joe Smyth)
K thanks..

Participants:

Participant Delivered Read Played

lc378 Joe Smyth

07/04/2015 1:26:26 PM(UTC+0), 8378 (Joe Smyth) => To: ] CE6BE Heather MacLean (Heather MacLean)
| wish | could talk to him

Participants:

Participant Delivered Read Played

[l C6BE Heather MacLean

07/04/2015 1:27:16 PM(UTC+0) 8378 (Joe Smyth) => To: C6BE Heather MacLean (Heather MaclLean)
Would love them to haver insight into intelligence based investigations
Participants:
Participant Delivered Read Played

[ C6BE Heather MacLean

07/04/2015 1:27:25 PM(UTC+0), [ 8378 (Joe Smyth) => To: ] CE6BE Heather MacLean (Heather MacLean)
And threat assessment

Participants:

Participant Delivered Read Played

-CBBE Heather MacLean

07/04/2015 1:28:02 PM(UTC+0), C6BE (Heather MacLean) => To: [ 8378 Joe Smyth (Joe Smyth)

He is putting call into jason sheppard...

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:29:04 PM(UTC+0), 8378 (Joe Smyth) => To: C6BE Heather MacLean (Heather MacLean)

| know | can't while an investigation is ongoing, but | could so easily answer their questions

Participants:
Participant Delivered Read Played

-CGBE Heather MacLean

07/04/2015 1:29:50 PM(UTC+0) ] C6BE (Heather MacLean) => To: ] 8378 Joe Smyth (Joe Smyth)
Hear you...

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

10/04/2015 3:30:48 PM(UTC+0) 8378 (Joe Smyth) => To:-CBBE Heather MacLean (Heather MacLean)
Has cochrane said what he's doing with it?

Participants:

Participant Delivered Read Played

[l C6BE Heather MacLean

10/04/2015 3:41:22 PM(UTC+0), C6BE (Heather MacLean) => To: 8378 Joe Smyth (Joe Smyth)
Have not heard.. have not spoken with him. Believe he was dealing direct with rnc
Participants:
Participant Delivered Read Played

lc378 Joe Smyth




10/04/2015 4:30:47 PM(UTC+0), | 8378 (Joe Smyth) => To:  C6BE Heather MacLean (Heather MacLean)CI DDD Exhibit P-0581 Page 7
Ok, thanks
Participants:
Participant Delivered Read Played
[l C6BE Heather MacLean
10/04/2015 8:53:35 PM(UTC+0)-8378 (Joe Smyth) => To: C6BE Heather MacLean (Heather MacLean)
Do you have a cell for Cochrane? | want to at least thank him for not releasing my name. That may save my family a lot of grief
Participants:
Participant Delivered Read Played
-CﬁBE Heather MacLean
2015 11:51:41 PM(UTC+0) | C6BE (Heather MacLean) => To: 8378 Joe Smyth (Joe Smyth)
341
Participants:
Participant Delivered Read Played
lic378 Joe Smyth
4 P__cipants: Start Time: 26/03/2015 3:09:34 PM(UTC+0) Carved: No
[ ERE Last Activity: 26/03/2015 5:11:29 PM(UTC+0)
Joe Smyth Number of attachments: 0

_4DD7

Paul Woodruff

Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-4.txt

05/04/2015 11:25:30 PM(UTC+0), 4DD7 (Inspector Paul Woodruff) => To-8378 Joe Smyth (Joe Smyth)
Hey Joe. | don't know what's on the go, but | hope you are ok

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

05/04/2015 11:36:32 PM(UTC+0), 8378 (Joe Smyth) => To: 4DD7 Paul Woodruff (Paul Woodruff)

I'm doing good. Was a person of interest file. He pulled a gun on me. Not long home from rcmp

Participants:
Participant Delivered Read Played

4007 Paul Woodruff

05/04/2015 11:36:35 PM(UTC+0), ] 8378 (Joe Smyth) => To: [ 4DD7 Paul Woodruff (Paul Woodruff)
Thanks

Participants:

Participant Delivered Read Played

-4DD7 Paul Woodruff

05/04/2015 11:38:10 PM(UTC+0), 4DD7 (Inspector Paul Woodruff) => To: 8378 Joe Smyth (Joe Smyth)

I'm glad you are fine. Let me know if | can do anything for you. Coffee or anything. Anytime

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

05/04/2015 11:39:19 PM(UTC+0), 8378 (Joe Smyth) => To: [J4DD7 Paul Woodruff (Paul Woodrutf)
Definitely! Should be a busy few days, but we'll chat soon

Participants:

Participant Delivered Read Played

-4DD7 Paul Woodruff



chats\BlackBerry Messenger\chat-4.txt

05/04/2015 11:40:24 PMUTC+0), JJJ4DD7 (Inspector Paul Woodruff) => To: [JJJJ| 8378 Joe Smyth (Joe smymj>!DDD Exhibit P-0581

Kk. Look after yourself. Talk soon
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Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:29:43 PM(UTC+0), ] 4DD7 (Inspector Paul Woodruff) => To: [ 8378 Joe Smyth (Joe Smyth)

How's things?

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 1:30:16 PM(UTC+0), 8378 (Joe Smyth) => To: JJ4DD7 Paul Woodruff (Paul Woodruff)

not bad

Participants:
Participant Delivered Read Played
4007 Paul Woodruff

07/04/2015 1:31:37 PM(UTC+0), 4DD? (Inspector Paul Woodruff) => To: [ 8378 Joe Smyth (Joe Smyth)

Good. | was just talking to Doug noel, he said you are flat out

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:32:00 PM(UTC+0) 4DD7 (Inspector Paul Woodruff) => To: 8378 Joe Smyth (Joe Smyth)

No such thing as taking it easy Tor a few days | guess?

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 1:32:03 PM(UTC+0), 8378 (Joe Smyth) => ToJj4DD7 Paul Woodruff (Paul Woodruff)

yeah, been busy

Participants:
Participant Delivered Read Played
[l 4007 Paul Woodruff

07/04/2015 1:32:14 PM(UTC+0), ] 8378 (Joe Smyth) => To: JJ4DD7 Paul Woodruff (Paul Woodruff)

Can,tdoit

Participants:
Participant Delivered Read Played
[l 40D7 Paul Woodruff

07/04/2015 1:32:28 PM(UTC+0), 8378 (Joe Smyth) => To: ] 4DD7 Paul Woodruff (Paul Woodruff)

I'd go nuts

Participants:
Participant Delivered Read Played
[l 4007 Paul Woodruff

07/04/2015 1:32:50 PM(UTC+0), JJJ4DD7 (Inspector Paul Woodruff) => To: ] 8378 Joe Smyth (Joe Smyth)

It's not in your make up, | know. Florida still a go?

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:33:18 PM(UTC+0), ] 8378 (Joe Smyth) => To: JJ4DD7 Paul Woodruff (Paul Woodruff)

Yup, outta her on sat

Participants:
Participant Delivered Read Played

-4DD7 Paul Woodruff




07/0412015 1:33:57 PM(UTC+0), [ 407 (inspector Paul Woodruf) => To: [JJJJJ] 378 Joe Smyth (Joe Smyth) CIDDD Exhibit P-0581
Good. But will u be able to leave your BlackBerry behind?

Participants:

Participant Delivered Read Played
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lic378 Joe Smyth

07/04/2015 1:34:19 PM(UTC+0), ] 8378 (Joe Smyth) => To: JJ4DD7 Paul Woodruff (Paul Woodruff)
Not likely! Lol

Participants:

Participant Delivered Read Played

-4DD7 Paul Woodruff

07/04/2015 1:34:39 PM(UTC+0), 8378 (Joe Smyth) => To: [J4DD7 Paul Woodruff (Paul Woodruff)
I'll just check it once a day probably

Participants:

Participant Delivered Read Played

-4DD7 Paul Woodruff

07/04/2015 1:34:46 PM(UTC+0), ] 8378 (Joe Smyth) => To: JJ4DD7 Paul Woodruff (Paul Woodruff)
That's my standard

Participants:

Participant Delivered Read Played

4007 Paul Woodruff

07/04/2015 1:35:10 PM(UTC+0), 4DD7 (Inspector Paul Woodruff) => To: -8378 Joe Smyth (Joe Smyth)

Didn't think so, but you shou

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 1:36:00 PM(UTC+0),-4DD7 (Inspector Paul Woodruff) => To: 8378 Joe Smyth (Joe Smyth)
I'm out of town tmr, let me know if you want to do a coffee before or arter next week

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

07/04/2015 1:36:22 PM(UTC+0), ] 8378 (Joe Smyth) => To: JJ4DD7 Paul Woodruff (Paul Woodruff)
Ok, thanks, appreciate it

Participants:

Participant Delivered Read Played

-4DD7 Paul Woodruff

08/04/2015 12:30:24 PM(UTC+0), 4DD7 (Inspector Paul Woodruff) => To: 8378 Joe Smyth (Joe Smyth)
I'm off to gander this afternoon. Let me know if you have a minute or two for a quick call this morning. Thanks
Participants:
Participant Delivered Read Played
lic378 Joe Smyth
10/04/2015 9:45:20 PM(UTC+0), 4DD7 (Inspector Paul Woodruff) => To: 8378 Joe Smyth (Joe Smyth)
Well written email this morning. Great points
Participants:
Participant Delivered Read Played
lic378 Joe Smyth
10/04/2015 9:45:57 PM(UTC+0), 8378 (Joe Smyth) => To 4DD7 Paul Woodruff (Paul Woodruff)
Was not intended for the entire damn province however! Christ! No winning
Participants:
Participant Delivered Read Played

-4DD7 Paul Woodruff
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Oh? Did it get out?
Participants:
Participant Delivered Read Played
lic378 Joe Smyth
10/04/2015 9:46:49 PM(UTC0), JJJ4DD7 (Inspector Paul Woodruff) => To: || 8378 Joe Smyth (Joe Smyth)
Not surprising if it did | guess
Participants:
Participant Delivered Read Played
lc378 Joe Smyth
10/04/2015 9:48:47 PM(UTC+0), 8378 (Joe Smyth) => To: [JJ4DD7 Paul Woodruff (Paul Woodruff)
Yes, all over CBC locally and nationally
Participants:
Participant Delivered Read Played
4007 Paul Woodruff
10/04/2015 9:49:03 PM(UTC+0), 8378 (Joe Smyth) => TojJ]4DD7 Paul Woodruff (Paul Woodruff)
Not impressed of course
Participants:
Participant Delivered Read Played
4007 Paul Woodruff
10/04/2015 9:49:17 PM(UTC+0) | 8378 (Joe Smyth) => TojjJ]4DD7 Paul Woodruff (Paul Woodruff)
But they luckily kept my name out of it
Participants:
Participant Delivered Read Played
[l 40D7 Paul Woodruff
10/04/2015 9:50:41 PM(UTC+0), 4DD7 (Inspector Paul Woodruff) => To: 8378 Joe Smyth (Joe Smyth)
Great confidentiality in our place, they are shameful for disclosing
Participants:
Participant Delivered Read Played
lic378 Joe Smyth
10/04/2015 9:50:56 PM(UTC+0), | 8378 (Joe Smyth) => To: ] 4DD7 Paul Woodruff (Paul Woodruff)
A leaky siv!
Participants:
Participant Delivered Read Played
[l 40D7 Paul Woodruff
5 P__cipants: Start Time: 26/03/2015 11:50:12 PM(UTC+0) Carved: No
8378 Last Activity: 30/03/2015 6:46:37 PM(UTC+0)
Joe Smyth Number of attachments: 0
-CFD2
_CFDZ
Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-5.txt
02/04/2015 8:47:16 PM(UTC+0), 8378 (Joe Smyth) => To: crD2 i cFp2 CFD2)
| see you have an event in Topsail tomorrow? Is it something we can take you 10?
Participants:
Participant Delivered Read Played
I cro2 i cFp2

10


chats\BlackBerry Messenger\chat-5.txt

02/04/2015 10:55:51 PM(UTC+0), CFD2 (Paul D) => To: [JJJJJ| 8378 Joe Smyth (Joe Smyth) CIDDD Exhibit P-0581 Page 11
K. No. Needed something picked up.

Participants:

Participant Delivered Read Played
lc378 Joe Smyth

02/04/2015 11:03:30 PM(UTC+0) JJJJJ] 8378 (Joe Smyth) => To: Jj cFO2 i cFD2 (] cFD2)
ok, well I,m around the weekend if you need anything

Participants:
Participant Delivered Read Played
I cro2 i crp2

03/04/2015 3:52:18 PM(UTC+0), | CFD2 (Paul D) => To: 8378 Joe Smyth (Joe Smyth)

K

Participants:
Participant Delivered Read Played

lc378 Joe Smyth

04/04/2015 5:21:02 PM(UTC+0), 8378 (Joe Smyth) => To:-CFDZ-CFDZ @cFp2)
Leaving the office shortly; need anything this evening

Participants:

Participant Delivered Read Played

I cro2 il cFp2

6 Participants: Start Time: 30/03/2015 6:56:25 PM(UTC+0) Carved: No
8378 Last Activity: 30/03/2015 8:11:42 PM(UTC+0)

Joe Smyth Number of attachments: 0

-815E
iien I

Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-6.txt

11
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Participants:

Participant Delivered Read Played
lc378 Joe Smyth

05/04/2015 11:01:32 PM(UTC+0), 815E (GiIIianF => To: 8378 Joe Smyth (Joe Smyth)
So glad you are home safe and sound tonight. Let us know It you need anything at all.

Participants:

Participant Delivered Read Played
lc378 Joe Smyth

05/04/2015 11:35:20 PM(UTC+0), 8378 (Joe Smyth) => To: | 815E Gillian | (Gian |
Thanks! Appreciate it

Participants:
Participant Delivered Read Played
s e Giian

08/04/2015 7:02:16 PM(UTC+0), 815E (GiIIianE =>To: 8378 Joe Smyth (Joe Smyth)

Hey. Lisa said you went out to Mitchell's Brook today. Hope it went ok. Thinking of you joey

Participants:
Participant Delivered Read Played

lc378 Joe Smyth

08/04/2015 7:30:24 PM(UTC+0), ] 8378 (Joe Smyth) => To: [ 815E Gillian [ Gitien
It went pretty good actually... VWWas mostly the smell that hit me

Participants:

Participant Delivered Read Played

-815E GiIIian-

12



08/04/2015 7:48:54 PM(UTC+0), [l 815E (Giuianm => To: [l 8378 Joe Smyth (Joe Smyth) CIDDD Exhibit P-0581 Page 13

Based on what you told us about the state of the house it had to be awful. Good to have that behind you

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

08/04/2015 8:02:18 PM(UTC+0), 8378 (Joe Smyth) => To: ] 815E Gillian [ (Gitian
For sure

Participants:

Participant Delivered Read Played

-815E GiIIian-

11/04/2015 1:40:28 AM(UTC+0), Il 31 5E (Gillian HENEEEE => To: 3378 Joe Smyth (Joe Smyth)
| hear you had quite the day. Happy to hear they used more than one camera this time:) Your email was amazing. Hope it was therapeutic to
share that with your colleagues and now the rest of us too. You certainly deserve this vacation tomorrow!!!

Participants:
Participant Delivered Read Played
lc378 Joe Smyth
11/04/2015 1:41:57 AM(UTC+0), 8378 (Joe Smyth) => To: [ 815E Gillian (GiIIian-
Was good to share with coworkers, but a little tough t0 see such a personal message In national media
Participants:
Participant Delivered Read Played
s s Gitian |
11/04/2015 1:44:44 AM(UTC+0), 815E (GillianH =>To: 8378 Joe Smyth (Joe Smyth)
I'm sure you didn't think it would end up on the national news tonight when u sent this morning. But it's out there now and there has been a

lot of positive feedback and support about it. The officers side is usually never heard in situations like this so it gives people some insight into
the tough calls to be made and how it is on the other side.

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 1:45:26 AM(UTC+0) ] 8378 (Joe Smyth) => To: [ 815E Gillian [ Gvian
Hopefully

Participants:

Participant Delivered Read Played

-815E GiIIian-

11/04/2015 1:48:37 AM(UTC+0), 815E (Gillian | => 7o: 8378 Joe Smyth (Joe Smyth)
It definitely did no matter what their own views are. And I'm sure it will help your colleagues as well.

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 1:49:40 AM(UTC+0), 8378 (Joe Smyth) => To: [ 815 Giltian [ Gitian [N
Btw, lisa's folks picking us up at 1PM

Participants:
Participant Delivered Read Played
5 Gilian |

11/04/2015 1:50:38 AM(UTC+0), 815E (GiIIianF => To: 8378 Joe Smyth (Joe Smyth)

We will leave here then too. Tm off to bed. See you tomorrow. Hope u get a good nights sleep

Participants:
Participant Delivered Read Played
lic378 Joe Smyth
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11/04/2015 1:51:01 AM(UTC+0), JJJ8378 (Joe Smyth) => To: |JJjJj 815E Gillian [ (Gitian [N CIDDD Exhibit P-0581

Later

Participants:

Participant Delivered Read Played

Page 14

5 Gilian |
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