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Extraction Report

BlackBerry 9100 Pearl

Summary

Connection Type

Cable No. 100

Extraction start date/time 24/04/2015 11:50:08 AM

Extraction end date/time 24/04/2015 12:03:32 PM

Extraction Type Physical

Extraction ID FEDD04C3-AAED-48ED-9CB7-E03BC982506E
Is encrypted False

Selected Manufacturer BlackBerry GSM

Selected Device Name 9100 Pearl

Unit Identifier UFED S/NJje10

Unit Version 4.1.2.8PSP 2

UFED Physical Analyzer version 4.1.3.14

Time zone settings (UTC)

Original UTC value

Case number

2015-376186

Case name

Assist MCU East - DUNPHY

Evidence number

2015376186PE038

Examiner name

Cst. Kent Luther

Device Information

# Name Value Del?
1 Asymmetric key €2452e915e91a777f669d5d110881d41e555a85b
2 Days To Keep Messages 30
3 EncDataKey 1DE233408F5D4CC2ADF5A27C97796AA2C064B79011863B8291E580B5E59BFAD7
4 ICCID 89302610202005618705
5) IMEN\MEID 351971.04.097577.0
6 MasterKey 3E72B51E0F5377FFBA419E56232980D263281E26D4ACBE9238DF6EF018F12AEB9D123D61C2AC418
479060572EAE32F0BF195D6CCC0D25D2FFB3F3223131FA4A2C1010000
7 Model 9100
8 Network BELL
9 OS Version v5.0.0.604

10 [Password

11 Password

12 [Password SHA-1 Hash

b23c7e733e€2599149724c9eal8bc3d0a096c3aa2

13 |Phone Number 170610

14 |PIN e378

15 | Platform 6.2.0.36

16 |Radio Type 3G

17 |[Services ALP,ASC,BBIM,BBSIP
18 | Strength strong

19 [Supported Networks

GSM 850, GSM 900, GSM 1800, GSM 1900

20 [Symmetric key

1d5eeffbd414a72f1fc719b18a5f7e98b7ac68192c6821f5e9fb5a93eb675a35

21 | Type

1

22 |Vendor

Research In Motion




CIDDD Exhibit P-0549

Page 2

83

Outgoing

a_'
Q

10/04/2015
4:14:08
PM(UTC+0)

00:00:16

84

Incoming

10/04/2015
3:36:20
PM(UTC+0)

00:13:10

85

Outgoing

To:

Dolores or Tanya

10/04/2015
3:21:11
PM(UTC+0)

00:01:04

86

Incoming

From:

Buckle

10/04/2015
3:19:34
PM(UTC+0)

00:00:38

87

Outgoing

10/04/2015
3:18:13
PM(UTC+0)

00:00:01

88

Incoming

10/04/2015
3:17:18
PM(UTC+0)

00:00:17

89

Outgoing

— —
Q E 5
f=

t Tim
Buckle

10/04/2015
3:16:17
PM(UTC+0)

00:01:06

90

Incoming

From:

10/04/2015
3:14:44
PM(UTC+0)

00:00:58

91

Incoming

From:

10/04/2015
3:09:45
PM(UTC+0)

00:02:24

92

Outgoing

q%
°Q
N
[N
=2

10/04/2015
3:07:31
PM(UTC+0)

00:00:21

93

Outgoing

—
o

10/04/2015
2:59:12
PM(UTC+0)

00:05:41

94

Incoming

10/04/2015
2:57:26
PM(UTC+0)

00:01:32

95

Incoming

From:

an

10/04/2015
2:39:58
PM(UTC+0)

00:09:32

96

Incoming

10/04/2015
2:19:40
PM(UTC+0)

00:16:25

97

Incoming

From:

10/04/2015
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10/04/2015
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12:27:44
PM(UTC+0)
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00:00:00

105

Outgoing

10/04/2015
12:05:17
PM(UTC+0)

00:00:24

106

Incoming

10/04/2015
11:29:10
AM(UTC+0)

00:02:08

107

Outgoing

10/04/2015
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196 |Incoming From: 07/04/2015 00:00:31
F 11:20:33
AM(UTC+0)
197 |Incoming From: 07/04/2015 00:00:10
P 0
I AM(UTC+0)
198 |Outgoing To: 07/04/2015 00:04:44
W | otod
AM(UTC+0)
199 |Incoming From: 06/04/2015 00:19:30
PM(UTC+0)
200 |Incoming From: 06/04/2015 00:18:04
B |00
Vi PM(UTC+0)
201 |Incoming From: 06/04/2015 00:01:57 Yes
9:47:24
PM(UTC+0)
202 |Outgoing To: 06/04/2015 00:02:19
-494 9:24:43
PM(UTC+0)
203 |Incoming From: 06/04/2015 00:02:23
9:15:50
PM(UTC+0)
204 |Outgoing To: 06/04/2015 00:01:27
| B 8:27:51
PM(UTC+0)
205 |Outgoing To: 06/04/2015 00:05:54
2-383 8:21:32
PM(UTC+0)
206 |Outgoing To: 06/04/2015 00:07:56
PM(UTC+0)
207 |Outgoing To: 06/04/2015 00:00:46
| T
I PM(UTC+0)
208 |[Missed From: 06/04/2015 00:00:00
| IRERIRC
PM(UTC+0)
209 |Incoming From: 06/04/2015 00:08:39
7:59:37
PM(UTC+0)
210 |Outgoing To: 06/04/2015 00:03:22
s N
PM(UTC+0)
211 |Outgoing To: 06/04/2015 00:02:51
7:50:11
PM(UTC+0)
212 |Outgoing To: 06/04/2015 00:00:21
| I
I PM(UTC+0)
213 |Outgoing To: 06/04/2015 00:00:02
W 7:48:09
PM(UTC+0)
214 | Outgoing To: 06/04/2015 00:07:27
W L
an | PM(UTC+0)
215 |Outgoing To: 06/04/2015 00:03:31
F 7:35:59
PM(UTC+0)
216 |Missed From: 06/04/2015 00:00:00
an | PM(UTC+0)
217 |Incoming 06/04/2015 00:00:16
6:40:56
PM(UTC+0)
218 |Missed From: 06/04/2015 00:00:00
6:31:09
PM(UTC+0)
219 |Incoming 06/04/2015 00:00:35
5:48:55
PM(UTC+0)
220 |Outgoing To: 06/04/2015 00:10:30
% 5:26:38
t Tim PM(UTC+0)
Buckle
221 |Outgoing To: 06/04/2015 00:00:34
| R 5:25:12
PM(UTC+0)
222 |Outgoing To: 06/04/2015 00:00:26
-191 5:24:18
PM(UTC+0)
223 |Outgoing To: 06/04/2015 00:00:00
5:22:48
PM(UTC+0)
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224 |Outgoing To: 06/04/2015 00:02:21
F 5:15:12
PM(UTC+0)
225 |Incoming From: 06/04/2015 00:00:12
+170§-801 4:24:42
PM(UTC+0)
226 |Outgoing To: 06/04/2015 00:05:38
-494 3:47:56
PM(UTC+0)
227 |Outgoing To: 06/04/2015 00:00:02
an | PM(UTC+0)
228 |Outgoing To: 06/04/2015 00:00:01
3:03:57
u PM(UTC+0)
229 |Outgoing To: 06/04/2015 00:04:16
-191 2:55:20
PM(UTC+0)
230 |Outgoing To: 06/04/2015 00:01:49
Vi PM(UTC+0)
231 |Missed 06/04/2015 00:00:00
2:30:20
PM(UTC+0)
232 |Incoming 06/04/2015 00:00:29
2:17:15
PM(UTC+0)
233 |Outgoing To: 06/04/2015 00:00:09
y PM(UTC+0)
234 |Incoming From: 06/04/2015 00:00:34
2:15:49
PM(UTC+0)
235 |Missed 06/04/2015 00:00:00
1:59:35
PM(UTC+0)
236 |Missed 06/04/2015 00:00:00
1:56:36
PM(UTC+0)
237 |Missed 06/04/2015 00:00:00
1:55:12
1 PM(UTC+0)
238 |Incoming 06/04/2015 00:00:29
1:54:08
PM(UTC+0)
239 |Outgoing To: 06/04/2015 00:00:01
1:53:05
PM(UTC+0)
240 |Incoming From: 06/04/2015 00:07:28
P 2
PM(UTC+0)
241 |Outgoing To: 06/04/2015 00:00:05
1:41:17
PM(UTC+0)
242 | Outgoing To: 06/04/2015 00:00:02
1:39:32
PM(UTC+0)
243 |Incoming From: 06/04/2015 00:00:44
1:38:19
Matthew- PM(UTC+0)
244 |Incoming From: 06/04/2015 00:04:16
1:23:49
W ny PM(UTC+0)
245 |Outgoing To: 06/04/2015 00:00:03
W ny PM(UTC+0)
246 |Outgoing To: 06/04/2015 00:00:03
1:22:52
PM(UTC+0)
247 |Incoming From: 06/04/2015 00:00:01
W ny PM(UTC+0)
248 |Incoming From: 06/04/2015 00:04:08
1:17:10
W PM(UTC+0)
249 |Outgoing To: 06/04/2015 00:05:30
W 1:00:34
u PM(UTC+0)
250 |Incoming From: 06/04/2015 00:00:28
+170_343 12:31:09
PM(UTC+0)
251 |Incoming From: 06/04/2015 00:03:02
12:13:44
PM(UTC+0)
252 | Outgoing To: 06/04/2015 00:10:26
1 ions - [ AM(UTC+0)

Private
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