Extraction Report

BlackBerry 9100 Pearl

Summary

UFED Physical Analyzer version 5.0.0.536

Time zone settings (UTC) Original UTC value
Case number 2015-376186
Case name DUNPHY
Evidence number 2015376186PE038

Examiner name

Cpl. Kent Luther

Department

"B" Division RCMP Technological Crime Unit

Notes

Chat messages from NOEL to SMYTH

Source Extraction

Physical

Extraction start date/time 24/04/2015 11:50:08 AM

Extraction end date/time 24/04/2015 12:03:32 PM

Unit Identifier UFED S/N -91 0

UFED Version 4.1.2.8 PSP 2

Selected Manufacturer BlackBerry GSM

Selected Device Name 9100 Pearl

Connection Type Cable No. 100

Extraction Type Physical

Extraction ID FEDD04C3-AAED-48ED-9CB7-E03BC982506E

Device Information

Name Value
Physical
EncDataKey 1DE233408F5D4CC2ADF5A27C97796AA2C064B79011863B8291E580B5E59BFAD7
MasterKey 3E72B51E0F5377FFBA419E56232980D263281E26D4ACBE9238DF6EF018F12AEB9D123D61C2AC418479060572EAE3
2F0BF195D6CCCO0D25D2FFB3F3223131FA4A2C1010000
Password e
Type 1
Password SHA-1 Hash b23c7e733e€2599149724c9eal8bc3d0a096c3aa2
Password

Symmetric key

1d5eeffbd414a72f1fc719b18a5f7e98b7ac68192c6821f5e9fb5a93eb675a35

Asymmetric key

e245ae915e91a777f669d5d110881d41e555a85b

Strength strong

Days To Keep M ge 30

Phone Number 1704610

uiD S16131304

uiD BISE06C03S05

PIN - EEE

Radio Type 3G

Network BELL

Email joesmytl

Email joeesmyt

IMENMEID 351971.04.097577.0
Model 9100

Vendor Research In Motion

OS Version v5.0.0.604

Supported Networks GSM 850, GSM 900, GSM 1800, GSM 1900
Services ALP,ASC,BBIM,BBSIP
Platform 6.2.0.36

ICCID 89302610202005618705




CIDDD Exhibit P-0440 Page 2

Image Hash Details (2)

||

1 FileDump Path BlackBerry GSM_9100 Pearl.zip
Size (bytes) 3730718
2 |NAND Path Flash.bin
Size (bytes) 276824064
MD5 A85BA502C2B23E08F7CA1F1B299BADFO
SHA256 FFD9AEC391C2986552D0FB393B38EBE89B6FACF7F8D989B4BOE9C933C
7697EC6
Plugins
1 SmartFAT Cellebrite 2.0
Decodes FAT 12, 16 and 32 (File Allocation Table file system)
2 Blackberry FTL Cellebrite 2.0
Decodes the FTL level for blackberry images (including spares)
3 Blackberry Filesystem Cellebrite 2.0
Decodes the blackberry sectors and records to extract contacts, sms, mms, emails etc.
4 Qualcomm Physical Cellebrite 2.0
Decodes the proprietary Qualcomm FTL
5) Qualcomm Raw EFS Cellebrite 2.0
Decodes the proprietary Qualcomm file system (Qualcomm EFS)
6 BlackBerryMessenger Cellebrite 2.0
Decodes BBM entries from BlackBerry Filesystem extraction
7 BlackBerryMessengerContacts Cellebrite 2.0
Extracts BBM contacts from BlackBerry Filesystem extraction
8 BlackBerryPingChat Cellebrite 2.0
Decodes PingChat application from BlackBerry Filesystem extraction
9 Blackberry Whatsapp Cellebrite 2.0
Decodes WhatsApp database for BlackBerry extractions
10 BlackBerryThumbsDataExtract Cellebrite 2.0
extracts the data from the BBThumbs.dat files
11 Pre Project
12 Garbage Cleaner
13 ContactsCrossReference Cellebrite 2.0
Cross references the phone numbers in a device's contacts with the numbers in SMS messages
and Calls. Will fill in the Name field of calls and SMS if there's a match.
14 Analytics Cellebrite 2.0
Generates the Analytics section information
15 Project Processor Finisher
16 Post Project
Contents

Chats

1

21

@ BlackBerry Messenger 1
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Chats (1)

/1, * These details are cross-referenced from this device's contacts

BlackBerry Messenger (1)

# Deleted
P__cipants: Start Time: 23/03/2015 12:28:59 PM(UTC+0) Carved: No
8378 Last Activity: 30/03/2015 7:07:37 PM(UTC+0)
Joe Smyth Number of attachments: 0
iFAZA
Douglas

* * K

Source: BlackBerry Messenger
Source Extraction: Physical
Body file: chat-1.txt

02/04/2015 12:47:37 PM(UTC+0), FA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Heather and the P hop in, going to CBC. He asks her, now what am | gonna say if he says | see ya got dropped off by a police officer. They
agree he'll respond that this isn't his only stop today. Then as he's getting out he says to me, keep your head down, we don't want them to
know you're here. He is so sensitive to everything!

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 12:48:11 PM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)
Fuck sakes!

Participants:

Participant Delivered Read Played

Il F~2A Douglas

02/04/2015 12:48:19 PM(UTC+0), 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)
That drives me mad!

Participants:

Participant Delivered Read Played

Il ~2A Douglas

02/04/2015 12:48:27 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
Exactly!

Participants:

Participant Delivered Read Played
lis378 Joe Smyth

02/04/2015 12:48:27 PM(UTC+0), ] FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
Me too!

Participants:

Participant Delivered Read Played
lc378 Joe Smyth

02/04/2015 12:49:04 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
He said he was going to take his own car but heather told him not to.

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 12:49:27 PM(UTC+0), 8378 (Joe Smyth) => To: [JJFA2A Douglas (Douglas)
Don't know what else to saty 10 him

Participants:

Participant Delivered Read Played

Il ~2A Douglas
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02/04/2015 12:50:12 PM(UTC+0), FA2A (Doug Noel) => To 8378 Joe Smyth (Joe Smyth)

Nope. He's wound so tight about the election. We justhave to be sensitive and ride it out.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 12:59:48 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

| tend to agree

Participants:
Participant Delivered Read Played
Il ~2A Douglas

02/04/2015 1:00:19 PM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

This the first time I've seen him.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 1:00:42 PM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

Maybe going to Paradise arena this evening.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 1:00:44 PM(UTC+0), 8378 (Joe Smyth) => To: [JFA2A Douglas (Douglas)

This bads

Participants:
Participant Delivered Read Played
Il ~2A Douglas

02/04/2015 8:41:17 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)

Evening event a go?

Participants:
Participant Delivered Read Played
-FA2A Douglas

02/04/2015 8:42:07 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Nope. Cancelled. He's staying at confed, working through.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 8:44:58 PM(UTC+0), 8378 (Joe Smyth) => ToJJ FA2A Douglas (Douglas)

Ok, any mention of the am by Chances?

Participants:
Participant Delivered Read Played
-FA2A Douglas

02/04/2015 8:45:03 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)

Chance

Participants:
Participant Delivered Read Played
Il F~2A Douglas

02/04/2015 8:45:29 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

| wasn't talking to him. All | got was through Catherine.

Participants:
Participant Delivered Read Played

lc378 Joe Smyth
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02/04/2015 8:45:41 PM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Right o

Participants:
Participant Delivered Read Played
Il F~2A Douglas

02/04/2015 8:46:06 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

Afternoon go ok after? Any more talk of his image concerns?

Participants:
Participant Delivered Read Played
Il ~2A Douglas

02/04/2015 8:46:36 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

After cbc | dropped him right back to confed. Nothing on the way back.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 8:46:46 PM(UTC+0), JJJ 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

Ok

Participants:
Participant Delivered Read Played
Il F~2A Douglas

02/04/2015 8:47:18 PM(UTC+0), FA2A (Doug Noel) => TO:F8378 Joe Smyth (Joe Smyth)

| don't know about tomorrow. The office is closed right

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

02/04/2015 8:47:55 PM(UTC+0), 8378 (Joe Smyth) => TojJJJFA2A Douglas (Douglas)

Itis... He has an event in topsai

Participants:
Participant Delivered Read Played
-FA2A Douglas

02/04/2015 8:48:16 PM(UTC+0), ] 8378 (Joe Smyth) => To: j FA2A Douglas (Douglas)

Just trying to fugure out iff he wants me

Participants:
Participant Delivered Read Played
Il ~2A Douglas

02/04/2015 8:48:18 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Right. | saw that.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 8:48:30 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Good luck! Lol

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 8:48:47 PM(UTC+0)a— FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

When do you head to Florida™

Participants:
Participant Delivered Read Played

lc378 Joe Smyth
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02/04/2015 8:48:49 PM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

| have childcare challenges tomorrow, so i'm actually hoping not

Participants:

Participant Delivered Read Played

Il F~2A Douglas

02/04/2015 8:48:56 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)
Leave next saturday

Participants:
Participant Delivered Read Played
Il ~2A Douglas

02/04/2015 8:49:08 PM(UTC+0), JJFA2A (Doug Noel) => TojjjJjjJj] 8378 Joe Smyth (Joe Smyth)

Right on.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 8:49:42 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

I'd offer to help ya out bet we're headed out of town in the am.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

02/04/2015 8:49:59 PM(UTC+0), 8378 (Joe Smyth) => To: [ FA2A Douglas (Douglas)
No prob, i'll figure it out if | have to

Participants:

Participant Delivered Read Played

Il ~2A Douglas

02/04/2015 10:25:25 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
Can you give me a call.

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

05/04/2015 3:08:41 PM(UTC+0) JJFA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
Happy Easter. How was your weekend? Anymore on the Twitter guy? Any talk of tomorrow? What about Labrador?

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

05/04/2015 3:27:25 PM(UTC+0), 8378 (Joe Smyth) => To: [JFA2A Douglas (Douglas)
On my way to mt carmel to see him now

Participants:

Participant Delivered Read Played

-FA2A Douglas

05/04/2015 3:27:51 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)
Il haven't seen the p

Participants:

Participant Delivered Read Played

Il F~2A Douglas

05/04/2015 3:28:03 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)
No word on tomorrow

Participants:

Participant Delivered Read Played

Il ~2A Douglas
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05/04/2015 3:28:31 PM(UTC+0) 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

| tthink lab may be cancele

Page 7

Participants:
Participant Delivered Read Played
Il F~2A Douglas

05/04/2015 3:28:45 PM(UTC+0) ] 8378 (Joe Smyth) => To: J FA2A Douglas (Douglas)

Will try and confirem

Participants:
Participant Delivered Read Played
Il ~2A Douglas

05/04/2015 3:28:55 PM(UTC+0),-FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

Okay. Drop me a line after you're done with buddy. He sounds a bit loose.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

05/04/2015 3:29:09 PM(UTC+0), ] 8378 (Joe Smyth) => To: j FA2A Douglas (Douglas)

Oh yeah!

Participants:
Participant Delivered Read Played
Il F~2A Douglas

05/04/2015 3:29:27 PM(UTC+0), 8378 (Joe Smyth) => To: [ FA2A Douglas (Douglas)

Was talking to holyrood

Participants:
Participant Delivered Read Played
Il ~2A Douglas

05/04/2015 3:38:48 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Cool

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

05/04/2015 6:18:22 PM(UTC+0), 8378 (Joe Smyth) => To:-FA2A Douglas (Douglas)

Doug, was just involved in a shooting. Dunphy is deceased. He pulled a firearm on me. FYI

Participants:
Participant Delivered Read Played
Il ~2A Douglas

05/04/2015 6:19:22 PM(UTC+0), ] FA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Okay. Let me know if there'is anything | can do.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

05/04/2015 6:19:43 PM(UTC+0) 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)

| will thanks.

Participants:
Participant Delivered Read Played
Il F~2A Douglas

05/04/2015 6:19:49 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

I am in Carbonear. If you need me in town I'll come back right away.

Participants:
Participant Delivered Read Played

lc378 Joe Smyth
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05/04/2015 6:19:52 PM(UTC+0), JJJ378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Vehicle has to stay here

Participants:
Participant Delivered Read Played
Il F~2A Douglas

05/04/2015 6:20:11 PM(UTC+0), ] 8378 (Joe Smyth) => Tofj] FA2A Douglas (Douglas)

nothing you can do right now

Participants:
Participant Delivered Read Played
Il ~2A Douglas

05/04/2015 6:20:42 PM(UTC+0), FA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Okay. Thoughts and prayers brother. Glad you're okay.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

05/04/2015 6:21:36 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

Thanks Doug

Participants:
Participant Delivered Read Played
Il F~2A Douglas

05/04/2015 11:29:31 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Hey Joe. Just thinking aboutyou. | know you must have lots on your mind. If | can do anything let me know.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

05/04/2015 11:35:08 PM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Thanks Doug, been a crazy and busy day but will touch base tomorrow.

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:43:26 AM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

You set ok for tomorrow?

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 12:44:04 AM(UTC+0) 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

I'm gonna be out of commission Tor a few days now even before Florida. I'll look for a fill in

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:44:43 AM(UTC+0) JJliJ CFA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

Yup. All set. Just dropped off the P.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:45:05 AM(UTC+0), FA2A (Doug Noel) => To:-8378 Joe Smyth (Joe Smyth)

I'm with Ed Benoit in the AM."Gonna have two for a while.

Participants:
Participant Delivered Read Played

lc378 Joe Smyth
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06/04/2015 12:45:09 AM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Ok, how's he doing? He called me a few min ago

Participants:

Participant Delivered Read Played

Il F~2A Douglas

06/04/2015 12:45:31 AM(UTC+0), 8378 (Joe Smyth) => To:-FA2A Douglas (Douglas)
ok, sounds like you've got it under control

Participants:

Participant Delivered Read Played

Il ~2A Douglas

06/04/2015 12:45:34 AM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
He's okay. She's rattled.

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

06/04/2015 12:45:45 AM(UTC+0), ] FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
Both concerned about youm

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

06/04/2015 12:46:22 AM(UTC+0), 8378 (Joe Smyth) => ToJJFA2A Douglas (Douglas)
I'm as good as can be. | donT question what | did

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 12:46:26 AM(UTC+0) FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Jason Sheppard seems to be 100king after things for now. | forwarded him the e-mails about the tweets to brief the chief in the AM.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:46:45 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Good! The main thing is that you're okay!

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:46:59 AM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Ok, sounds good. | suspect we, Il haver the Yukon back tomorrow

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:47:20 AM(UTC+0), ] 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)
Don't imagine there is any forensic value in it

Participants:

Participant Delivered Read Played

Il F~2A Douglas

06/04/2015 12:47:21 AM(UTC+0), ] FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
Okay. Good.

Participants:

Participant Delivered Read Played

lc378 Joe Smyth
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06/04/2015 12:47:44 AM(UTC+0) JJJJFA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
No. Once they plot it's location, should be it.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:48:16 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

There is a plainclothes guy outside the P's residence.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 12:48:47 AM(UTC+0) 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)

Ok good, who took the lead on setting that up?

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:49:08 AM(UTC+0), 8378 (Joe Smyth) => To: [JJFA2A Douglas (Douglas)

I'm only starting to get my head straight now

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 12:51:03 AMUTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

| don't know that. Jason Sheppard maybe.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 12:51:16 AM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)

Ok

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:51:28 AM(UTC+0), ] FA2A (Doug Noel) => TojJjjjJj 8378 Joe Smyth (Joe Smyth)

You're head will have lots to process!

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:51:30 AM(UTC+0), JJJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Your

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:51:37 AM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)

But they've been in contact with you | assume

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 12:52:06 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Joe Brown and the P were excellent!

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

10
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06/04/2015 12:52:25 AM(UTC+0),-8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Ok good... No concerns on there end?

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 12:52:28 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

| had to track down Sheppard, but he was best kind when Treached him.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 12:52:39 AM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
No. No concerns with them.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:52:51 AM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

| was worried that unwanted attention getting put on thee detail

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 12:53:39 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Lots of attention. It's gone national on the news btw. They have made the conncetion with the detail. It'll all be okay.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 12:53:59 AM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)
Fuck

Participants:

Participant Delivered Read Played

-FA2A Douglas

06/04/2015 12:54:10 AM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)
I've stayed away from it

Participants:

Participant Delivered Read Played

Il ~2A Douglas

06/04/2015 12:54:33 AM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)
Not exactly what we wanted

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:54:39 AM(UTC+0), FA2A (Doug Noel) => To: | 8378 Joe Smyth (Joe Smyth)

Yes. Stay away from it for now. No real details.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:54:55 AM(UTC+0), ] FA2A (Doug Noel) => TojJjjj 8378 Joe Smyth (Joe Smyth)
No. But it does show how we are needed.

Participants:

Participant Delivered Read Played

lc378 Joe Smyth

11
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06/04/2015 12:55:06 AM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Fair point

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 12:55:09 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

The P is not concerned about that part.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 12:55:19 AM(UTC+0) JJJJJj 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)

That's good

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:55:22 AM(UTC+0), ] FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

No worries joe, all good!

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:55:44 AMUTC+0), 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

| told him we need to be cautious of potential sympathizers

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 12:56:19 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Well that message took! That's what they were talking about.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:56:56 AM(UTC+0), 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

Good

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 12:57:01 AM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)

We'll chat tomorrow

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 12:59:05 AM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

Yeah. Get some sleep tonight.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 12:59:24 PM(UTC+0), FA2A (Doug Noel) => ToJJJJj8378 Joe Smyth (Joe Smyth)

Hey brother. How are you doing

Participants:
Participant Delivered Read Played
lc378 Joe Smyth
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06/04/2015 12:59:46 PM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Not bad man, just getting my notes done. You talk?

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 1:00:29 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Give me a call. I'min your office with Ed.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 1:00:42 PM(UTC+0), JJFA2A (Doug Noel) => TojJjjjjJj] 8378 Joe Smyth (Joe Smyth)

If you want.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 1:56:58 PM(UTC+0), FA2A (Doug Noel) => To 8378 Joe Smyth (Joe Smyth)

I'd say it may change but what was the plan for Toronto/Quebec next week?

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

06/04/2015 2:16:49 PM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Paul was meeting him in Quebec. As i've said all along, Tthnk we should be with him for the works

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 2:17:26 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

| agree. We'll see what shakes out.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:04:48 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

Any media in the lobby?

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 3:04:54 PM(UTC+0), 8378 (Joe Smyth) => ToJjJj FA2A Douglas (Douglas)

| have to drop into offfice

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 3:05:24 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

He's having a scrum right now where he normally does.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:06:05 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)

In the media centre downstairs

Participants:
Participant Delivered Read Played
Il ~2A Douglas

13
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06/04/2015 3:06:45 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

There behind the security desk next to the hoa.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:07:02 PM(UTC+0), 8378 (Joe Smyth) => To:-FA2A Douglas (Douglas)

Ok, so | can get to elevators then

Participants:
Participant Delivered Read Played
Il ~2A Douglas

06/04/2015 3:07:11 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Yes

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:07:39 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

I'm in back hall. Ed is in lobby. Said there are no cameras.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:09:03 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

They are asking him if he spoke to you, how you are.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:09:39 PM(UTC+0), 8378 (Joe Smyth) => To: [JFA2A Douglas (Douglas)

Fuck! He probably should not of called

Participants:
Participant Delivered Read Played
-FA2A Douglas

06/04/2015 3:10:07 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Naw he handled it. Said briet convo. No details.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:20:14 PM(UTC+0), JJFA2A (Doug Noel) => Tojjjjjjjj] 8378 Joe Smyth (Joe Smyth)

You gone?

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 3:20:29 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)

Nope, in office

Participants:
Participant Delivered Read Played
Il F~2A Douglas

06/04/2015 11:31:40 PM(UTC+0), 8378 (Joe Smyth) => To:-FA2A Douglas (Douglas)

You'er getting put front and center. Sorry i'm out of comission

Participants:
Participant Delivered Read Played
Il ~2A Douglas
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06/04/2015 11:32:39 PM(UTC+0), JJJFA2A (Doug Noel) => To: || 8378 Joe Smyth (Joe Smyth)

Did you try and send me a pic? Send it by e-mail if you can.

Participants:

Participant Delivered Read Played
lic378 Joe Smyth

06/04/2015 11:32:59 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
No worries Joe, I'm glad to step up! Look after you!

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 1:02:57 AM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Btw, | think we need to reiteraie to the p or staff about Toronto and halifax. He should have somebody with him in light of the national
attention especially

Participants:

Participant Delivered Read Played

Il ~2A Douglas

07/04/2015 1:13:47 AM(UTC+0), JJJFA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
Already done. The P asked someone (Gullage or Sheppard) what they thought and so someone will be with him for both. We'll figure it out
tomorrow. Ed and | will split the travel probably.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:15:25 AM(UTC+0), 8378 (Joe Smyth) => To FA2A Douglas (Douglas)

Ok, great, let me know. | have all the contacts and had already advised the OPP of the visit

Participants:
Participant Delivered Read Played
Il ~2A Douglas

07/04/2015 1:15:45 AM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Okay perfect.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 1:17:19 AM(UTC+0), ] 8378 (Joe Smyth) => To: J FA2A Douglas (Douglas)
Glad to hear that

Participants:

Participant Delivered Read Played

Il ~2A Douglas

07/04/2015 10:51:32 AM(UTC+0), 8378 (Joe Smyth) => To: [JJFA2A Douglas (Douglas)
Can you forward me details for Tlights in Toronto when you can. |,ll send it to the OPP and cc you so that you can take over any other plans

Participants:

Participant Delivered Read Played

-FA2A Douglas

07/04/2015 10:51:57 AM(UTC+0), JJJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
Can you call me?

Participants:

Participant Delivered Read Played
lic378 Joe Smyth
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07/04/2015 11:19:08 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Would you suggest | fly with the P to Toronto or fly up earlier that morning? Would we need a rental car, or can we rely on the OPP?

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

07/04/2015 11:19:50 AM(UTC+0), 8378 (Joe Smyth) => To:-FA2A Douglas (Douglas)
OPP will likely give a driver and vehicle

Participants:

Participant Delivered Read Played

Il ~2A Douglas

07/04/2015 11:20:03 AM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
Okay. Thanks.

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

07/04/2015 11:20:06 AM(UTC+0), 8378 (Joe Smyth) => ToJFA2A Douglas (Douglas)
I'd fly with him if you can, but otherwise go earlier

Participants:
Participant Delivered Read Played
Il F~2A Douglas

07/04/2015 11:20:19 AMUTC+0), ] FA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

Right on.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 12:53:28 PM(UTC+0), FA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)

I'll be going to Toronto. Hopeiully on the same flight.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 5:44:44 PM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

Just got the latest rcmp news release. Very detailed (gun was 22 and loaded) and positive.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

07/04/2015 5:50:18 PM(UTC+0), 8378 (Joe Smyth) => To: [JFA2A Douglas (Douglas)
Good to hear... Was just chatting to Monty about it too

Participants:

Participant Delivered Read Played

-FA2A Douglas

07/04/2015 5:50:25 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)
Drop me a copy if you can

Participants:

Participant Delivered Read Played

Il F~2A Douglas

07/04/2015 5:50:40 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
What email!

Participants:

Participant Delivered Read Played

lc378 Joe Smyth
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g7/&4/%915|_ 5;50:50 PM(UTC+0), I FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
! ot! LO

Participants:

Participant Delivered Read

Played

lic378 Joe Smyth

07/04/2015 5:51:04 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)
Lol

Participants:

Participant Delivered Read

Played

Il ~2A Douglas

07/04/2015 5:51:54 PM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)
Drop you a copy at what e-mail*

Participants:

Participant Delivered Read

Played

lic378 Joe Smyth

07/04/2015 5:52:12 PM(UTC+0), JJFA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
It went okay with Monty then yesterday?

Participants:

Participant Delivered Read

Played

lic378 Joe Smyth

07/04/2015 5:52:21 PM(UTC+0),-837W> To: ] FA2A Douglas (Douglas)

My work email is fine or joey.e.smyt

Participants:

Participant Delivered Read

Played

Il ~2A Douglas

07/04/2015 5:52:29 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)
Yup, very well

Participants:

Participant Delivered Read

Played

-A2A Douglas

07/04/2015 5:52:33 PM(UTC+0), ] 8378 (Joe Smyth) => To: J FA2A Douglas (Douglas)
They were great

Participants:

Participant Delivered Read

Played

Il ~2A Douglas

07/04/2015 5:52:46 PM(UTC+0) ] FA2A (Doug Noel) => To: ] 8378 Joe Smyth (Joe Smyth)
Perfect.

Participants:

Participant Delivered Read

Played

lic378 Joe Smyth

07/04/2015 5:52:56 PM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)
Were ya talking to Rod Tiller

Participants:

Participant Delivered Read

Played

lic378 Joe Smyth

07/04/2015 5:53:00 PM(UTC+0), ] 8378 (Joe Smyth) => To: ] FA2A Douglas (Douglas)
Treated me very well and were complimentary of the process

Participants:

Participant Delivered Read

Played

Il ~2A Douglas
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07/04/2015 5:53:13 PM(UTC+0),-8378 (Joe Smyth) => To: FA2A Douglas (Douglas)
Saw tiller briefly in holyrood

Participants:
Participant Delivered Read Played
Il F~2A Douglas

07/04/2015 5:53:51 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

We had a good chat today, good positive feed back from the community and his Brother. "Whatever happened in that house was Don's
fault".

Participants:
Participant Delivered Read Played
lic378 Joe Smyth
07/04/2015 5:54:25 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
The press were all over the place when we went to get the yukon. It was still at the scene. But we dodged them. Lol
Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 5:54:39 PM(UTC+0), 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)
Perfect

Participants:

Participant Delivered Read Played

-FA2A Douglas

07/04/2015 5:55:25 PM(UTC+0), 8378 (Joe Smyth) => To: [JFA2A Douglas (Douglas)
Nice to hear the family perspeciive is supportive

Participants:
Participant Delivered Read Played
Il F~2A Douglas
07/04/2015 5:55:32 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
I'm going to TO. Ed to Halifax.  We are both working all week. Gullage et al will have something figured out by the time he gets back.
Participants:
Participant Delivered Read Played
lc378 Joe Smyth

07/04/2015 5:55:57 PM(UTC+0), JJFA2A (Doug Noel) => To 8378 Joe Smyth (Joe Smyth)
Yes. Tiller said they were very understanding. No animosity at all!

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

08/04/2015 11:26:02 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

I'm travelling to Toronto with the P and last night he said he'd like to have two in Quebec City so I'm continuing on to do that with Insp.
Woodruff as well.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

08/04/2015 11:26:54 AM(UTC+0), FA2A (Doug Noel) => To 8378 Joe Smyth (Joe Smyth)

Are all the arrangements made of Quebec do you know?

Participants:
Participant Delivered Read Played
lic378 Joe Smyth
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08/04/2015 11:38:34 AM(UTC+0), 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Excellent! Touch base with Pau

Participants:
Participant Delivered Read Played
Il F~2A Douglas

08/04/2015 11:39:08 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Doing that now. I'm pleased Dy all that, as you understand.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

08/04/2015 11:39:32 AM(UTC+0), 8378 (Joe Smyth) => To: JJFA2A Douglas (Douglas)
For sure!

Participants:

Participant Delivered Read Played

-FA2A Douglas

11/04/2015 1:08:48 AM(UTC+0), 8378 (Joe Smyth) => To: JjFA2A Douglas (Douglas)
How's TO? Brutal fucking day here!

Participants:

Participant Delivered Read Played

Il F~2A Douglas

11/04/2015 1:09:09 AM(UTC+0), 8378 (Joe Smyth) => ToJJFA2A Douglas (Douglas)
The fucking RNC is a leaking seiv

Participants:
Participant Delivered Read Played
Il ~2A Douglas

11/04/2015 1:09:51 AM(UTC+0), ] 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Also had to redo the reinactment in Mitchells Brook this atternoon.... Camera malfunctioned the first time

Participants:
Participant Delivered Read Played
-FA2A Douglas

11/04/2015 1:10:47 AM(UTC+0), FA2A (Doug Noel) => To: [ 8378 Joe Smyth (Joe Smyth)

All good here. Just settled back'in hotel.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 1:10:59 AM(UTC+0), ] 8378 (Joe Smyth) => To: [ FA2A Douglas (Douglas)
Game good?

Participants:
Participant Delivered Read Played
-FA2A Douglas

11/04/2015 1:11:24 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Yeah, that's gross. Brutal day. But the P thinks rthe cbc article wasn't too bad.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 1:11:39 AM(UTC+0), | 8378 (Joe Smyth) => To: [ FA2A Douglas (Douglas)
Could have been a lot worse

Participants:

Participant Delivered Read Played

Il ~2A Douglas
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11/04/2015 1:11:40 AM(UTC+0), ] FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Game is tomorrow night.

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 1:11:57 AM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

Yes. All you said was fine. But private.

Participants:
Participant Delivered Read Played
lc378 Joe Smyth

11/04/2015 1:12:01 AM(UTC+0), ] 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)

They could have taken it in pieces and out of context

Participants:
Participant Delivered Read Played
-FA2A Douglas

11/04/2015 1:12:20 AMUTC~0), [ 8378 (Joe Smyth) => To: FA2A Douglas (Douglas)

Yes, was a very personal message that was intended Tor coworkers

Participants:
Participant Delivered Read Played
Il F~2A Douglas

11/04/2015 1:13:10 AM(UTC+0), 8378 (Joe Smyth) => To FA2A Douglas (Douglas)

Was hard to see that get plastered over national media within 8hrs of sending it

Participants:
Participant Delivered Read Played
Il ~2A Douglas

11/04/2015 1:13:28 AM(UTC+0), I FA2A (Doug Noel) => To: | 8378 Joe Smyth (Joe Smyth)

| guess it was!

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 1:14:18 AMUTC+0), 8378 (Joe Smyth) => To: [ FA2A Douglas (Douglas)

Going well with OPP?

Participants:
Participant Delivered Read Played
Il ~2A Douglas

11/04/2015 1:14:44 AM(UTC+0), ] FA2A (Doug Noel) => To: | 8378 Joe Smyth (Joe Smyth)

Yeah, perfect!

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 12:30:18 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)

When do you go to Florida? Yesterday? Lol

Participants:
Participant Delivered Read Played
lic378 Joe Smyth

11/04/2015 12:41:29 PM(UTC+0), [ 8378 (Joe Smyth) => To: JFA2A Douglas (Douglas)

3PM today

Participants:
Participant Delivered Read Played
Il ~2A Douglas
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11/04/2015 12:42:25 PM(UTC+0), FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
Right on. Enjoy the break brother! If you need anything while you're gone don't hesitate to ask!

Participants:

Participant Delivered Read Played

lic378 Joe Smyth

11/04/2015 12:43:39 PM(UTC+0), 8378 (Joe Smyth) => To:-FA2A Douglas (Douglas)
Always! Thanks for everything Doug, and thanks for hanging in when most wouldn't. Thanks for stepping up to the plate this week without
question. | suspect however that my time with PSU may be done. Chat soon!

Participants:

Participant Delivered Read Played

Il ~2A Douglas

11/04/2015 12:44:41 PMUTC+0), ] FA2A (Doug Noel) => To: 8378 Joe Smyth (Joe Smyth)
It'll all work out! Chat soon.

Participants:

Participant Delivered Read Played

lc378 Joe Smyth

21



	Summary
	Source Extraction
	Device Information
	Image Hash Details
	Plugins
	Contents
	Chats
	BlackBerry Messenger




